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Preface

This book was conceived as a tool for those striving for GDPR compliance. While the GDPR is
undoubtedly an important and necessary step for the privacy and fairness in our modern age, it
has also proven to be a burden on those who desire to abide by these stringent new rules.

The goal of this ebook is to pass on the knowledge, opinions, and interpretations of experts who
have been studying and investigating the GDPR since its conception. While we seek the best
and most up-to-date interpretations of this new set of laws, it is possible that some of the
interpretations and assumptions presented in this ebook are not the same as what was
intended by the creators of the GDPR or are no longer the best interpretations in light of new
supplements and clarifications released.

While this ebook is undoubtedly full of useful information, examples, guides, and checklists to
assist you on your path towards GDPR compliance, we cannot guarantee its accuracy in every
aspect, especially as the GDPR continues to change and receive additional clarification. Every
attempt was made to call out sections where a clear, general consensus is not currently
available or interpretations vary, but our best interpretations are provided with a deep level of
understanding in the theory, application, and actual reading of the GDPR.

This ebook, however, should not be considered infallible and is not meant to offer legal advice.
It is merely our effort to teach what we have learned from countless hours of research about the
GDPR. We recommend you use this ebook as a primer in addition to a full reading of the GDPR
to ensure a complete understanding of how the laws affect you and so that you can come to
your own conclusions that may or may not be the same as ours.

Best of luck in your endeavors,
Ross Bass
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Chapter 1:

What is the GDPR

The General Data Protection Regulation (GDPR) is a set of privacy laws from the EU that
became enforceable on May 25th, 2018 and is perhaps the most important update to privacy
law in the 21st century. It has a global reach that extends to businesses engaged in collecting
or processing the personal information of people within the EU.

One of the major points of interest with this new set of privacy laws is its scope in that it affects
businesses worldwide, whether or not that business is itself located within the EU.

PIPEDA

CalOPPA

Privacy Act

Image: TermsFeed illustration of man at map showing global privacy laws
Because the GDPR is one of the strongest examples of privacy law in the world, compliance

with it means compliance or near-compliance with the majority of other privacy laws currently
existing globally.

TermsFeed.com 6




If your goal is to reach a global audience, the GDPR and CalOPPA are the golden standards
for having both strong and legally compliant policies and procedures.

Even if you are not currently required to comply with the GDPR (if you serve only an American
audience, for example), going the extra mile to become compliant now means you will be able
to extend your market to the EU whenever that becomes advantageous to you.

It also enhances your credibility to say that you are compliant with the best and most
contemporary set of privacy laws in the world.

While the GDPR is a sterling example of privacy rights in the modern age and a step forward by
holding everyone to the same standards, it can also be a burden to those who need to update
and change their procedures in order to become compliant.

Business owners, developers, marketers and companies worldwide will need to familiarize
themselves with the GDPR so that they can review and most likely update their current policies
and procedures in order to meet the new requirements.

While the average internet user might not notice some or any of the changes created by the
GDPR, developers will certainly see the differences and it's important to understand the
reasons behind the requirements.

As a business owner, you are likely to encounter situations where you need to ensure that you
are compliant with the GDPR as you are reaching out to a global audience that could include
people located within the EU.

Some of the things you’ll need to plan for include (but definitely aren’t limited to):

Getting appropriate consent when required

Allowing for opt-outs and revoking of consent

Adequately disclosing your privacy practices

Making it easy for your users to contact you to exert their rights under the GDPR

See if you can guess which of the examples below are subject to the GDPR:

An ecommerce store operating in the United States that ships to the European Union ?
An app developer with users who reside in the EU ?
An online business that does not allow EU users to make purchases ?
A website that does not allow EU visitors to register personal accounts on the site, but ?

serves personalized ads to all visitors through Google AdSense (for example)

A website that markets only to users in the US and blocks IP addresses from outside of ?
North America

Table 1: Subject to the GDPR - Guess Examples
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Let’'s explore each one in detail with explanations.

Example #1
An ecommerce store operating in the United States that ships to the European Union.

In example #1, it should be fairly obvious that the ecommerce store would be subject to the
GDPR. In order to serve customers in the EU and ship products to them, the store would need
to collect and process the customers’ personal information such as names, shipping addresses
and payment information at the very least. This would constitute as the handling of personal
data of EU residents, so the store would fall under GDPR jurisdiction.

Example #2
An app developer with users who reside in the EU.

In example #2, the answer is a strong “probably.” It is possible that the developer could
release an app without collecting or processing any sort of personal information, but this is
unlikely. Be aware that personal data collection and processing is not strictly limited to
situations where the data is used for marketing or database building.

Image:TermsFeed illustration of a man in a chair with Eiffel Tower outside window

The reasons for personal data collecting and processing are immense and include anything
from personalized ads and behavioral tracking to social media accounts that include your name
and birthday.
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Even a simple gaming app might ask for your email address to make an account, track your
location, or have you select a username (which could be considered a unique identifier under
the GDPR). More often than not, apps process personal information on some level.

Example #3

An online business that does not allow EU users to make purchases.

In example #3, the business would probably not be subject to the GDPR.

The scope of the GDPR actually makes it somewhat difficult to avoid falling under its

jurisdiction, but a business can arrange things in a way to make themselves only available to
certain regions.

N
AT 8

Image: TermsFeed illustration of man at computer with website blocked in EU

If the business can show that it made an effort to deny access of its products or services to the
European market, and in no way marketed to them or attempted to collect or process their data,
it should be exempt from GDPR compliance.

Example #4

A website that does not allow EU visitors to register personal accounts on the site, but serves
personalized ads to all visitors.
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In example #4, the website is making a similar attempt as the business in example #3, but by
serving personalized ads and not blocking traffic from the EU, personal data is likely to be
processed. This is a good example of why it is difficult to avoid the scope of the GDPR.

Image: TermsFeed illustration of man at computer seeing an internet ad

Even though the website in this case does not allow EU residents to register, these users can
still access the website. If while on the website a third-party service collects information about
their habits on the web to populate ads on the website, that would be processing the users’
information.

It doesn’t matter that the website itself is not doing the processing but is using a third-party ad
service to do so instead. This indirect method of data processing would still make the website
subject to the GDPR.

If the website did not have personalized ads or other features that processed personal data (for

example, analytics suites for behavioral tracking), or cater to residents of the EU in any way, it
may escape the jurisdiction of the GDPR.

Example #5

A website that markets only to users in the US and blocks IP addresses from outside of North
America.

In example #5, it is more clear that the website is trying to block EU traffic and only cater to the
American market.
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Image: TermsFeed illustration of man at computer with website blocked in EU

Depending on the methods and effectiveness of blocking visitors from the EU, the website
owners should not have to comply with the GDPR if they are making no attempt to serve
residents of the EU and actually taking steps to make sure that those residents won’t be served.

Goals of the GDPR

The GDPR seeks to be an easily understandable, complete, and strong set of privacy laws to
protect the privacy of those under its jurisdiction. Some of the core concepts at the heart of the
GDPR are privacy for individuals, transparency on the part of businesses and developers,
and more user rights/choices.

The GDPR aims to give individuals a high level of control over their personal information to
ensure it is used safely, appropriately and in ways that people are comfortable with.

Today, possibly more than ever, it's important for individuals to control their personal information
across social media, ecommerce, and email. The GDPR strives to both inform and protect
these individuals while empowering businesses to create strong and secure procedures to
ensure that the data they collect and process is handled safely and responsibly in order to limit
the chance and threat of data breaches.

Under the GDPR, businesses are required to disclose virtually everything about what data they
collect, why they are collecting it, and what will be done with that data. This coincides with
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the idea of transparency by letting data subjects know exactly what happens with their personal
data. This way, the data subjects can choose whether or not they agree with or wish to be part
of certain data handling processes.

This level of transparency ensures that data controllers are only using data in ways that their
users have agreed to. It also holds them accountable for any misuse of personal information
outside of the agreed-upon terms.

Gone are the days of collecting, scraping, and buying masses of data for marketing and other
purposes. Transparency and user consent are cornerstones of the GDPR than ensure safe and
fair usage of personal data.

In addition to requiring developers and businesses to be transparent in their data collection and
processing, the GDPR clearly defines the rights that users have regarding ownership of their
personal information.

For example, individuals have the right to request that a data controller provide them with all of
the data that they hold about them, the right to request that processing of their data be ceased,
and even the right to request that the data be erased completely if they wish.

User rights such as these ensure that, under the GDPR, individuals essentially own their
personal information and it can’t be used against their wishes.

As with most sets of laws, the GDPR is a long and sometimes confusing document. However,
great care has been given to make the GDPR about as approachable as possible, doing away
with much of the cumbersome legalese of other laws.

However, while the GDPR was written to be easy to understand by the average individual, it's
still a lot to digest and some concepts can be difficult to understand at first.

This book will not only get you up to speed on the GDPR as a whole, but will specifically cover
how it affects business owners and the steps they need to take to become compliant.

Privacy, Transparency and User
Rights

These are the cornerstones of the GDPR.

By focusing on the privacy of users, there is less risk to data subjects by minimizing the amount
of personal data that is collected, stored, processed, and shared. In fact, the GDPR adopts the
concept of “Privacy by Design,” where businesses are expected to consider privacy at every
step of a project. Not just at the end.

By using transparency as the foundation for data controllers and processors who are handling
personal data, users can act as the policing force that monitors data controllers and ensures


https://www.termsfeed.com/blog/privacy-design/

they are handling personal data responsibly. With security measures taken wherever possible,
data subjects have much less to worry about when sharing their personal information.

The GDPR also gives the authorities better access to data controllers and data processors so
that they can keep an eye on things and easily follow up on objections and inquiries from data
subjects. The GDPR gives users an arsenal of rights to protect their personal information and
ensure that data controllers and processors are handling it properly.

We will cover these rights in detail in Chapter 6 [LINK TO CHAPTER 6], but here’s a quick
rundown of the eight fundamental rights of data subjects under the GDPR.

Note that not every business will need to comply with every right. For example, the right to
data portability only applies to data processed based on either consent or a contract, and that’s
processed using automated means. You can see how this leaves a lot of data that won’t have to
be made portable.

While these rights exist for users in general, make sure to become familiar with the specifics of
each right so you know when and if it's something you must provide to your users.

The Right What it means

Right to be informed Users have a right to know all about how
you’re processing their personal data. This is
accomplished by having a thorough Privacy
Policy.

Right of access Users have a right to request information
from businesses about their personal data
that the business processes.

Right to rectification Users must be able to correct and update
inaccuracies in their personal data.

Right to erasure Also known as “the right to be forgotten,” it
means that users have the right to have their
personal data erased and cease its
processing under certain circumstances.

Right to restriction of processing Users have the right to limit or postpone the
processing of their personal data in some
scenarios.

Right to data portability Users have a right to the personal data that

they provide to a controller and can have it
transmitted to another controller if they wish
in certain circumstances.

Right to object Users have the right to challenge or object to
data processing where they believe it is
improper, unlawful, or simply unwanted.
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Right to human intervention Users have the right to not be subject to
automated decisions that could be harmful
and can request human intervention.

Table 2: GDPR User Rights - What it means

By empowering data subjects with these rights, the GDPR can better ensure that their privacy is
protected and their personal information is used fairly.

Of course, all of this is made easier by requiring data controllers and processors to be
transparent in their data collection and handling procedures. Essentially, everything that
happens with a data subject’s information should be declared in one way or another so that the
individual knows precisely what is happening with their information at any given time.

The GDPR and CalOPPA

The GDPR borrows much from the California Online Privacy Protection Act of 2003 (CalOPPA).
It duplicates and reinforces many of the revolutionary regulations introduced by California’s
groundbreaking set of privacy laws.

In fact, compliance with the GDPR often means you may also be compliant with CalOPPA.
These regulations share a lot in common, including their far reaching jurisdictions that extend
worldwide.

Image: TermsFeed illustration of men at desks in the EU and USA
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Let’s take a brief look at some of the concepts of CalOPPA that the GDPR has adopted.

Global Reach

One of the reasons that the GDPR is such a big deal is because it reaches far beyond the
borders of the European Union. Instead of regulating the activity of businesses and websites
only operating within its geographical area, the GDPR regulates any entity which collects or
processes the personal data of those within its geographical area.

This worldwide reach was first implemented by CalOPPA which required any entity that handles
personally identifiable information (PIl) of California residents to have a CalOPPA-compliant
Privacy Policy in place (among other requirements).

As most websites receive visitors from the US, and California residents are likely to be included
in that traffic, it quickly became clear that businesses worldwide needed to take notice of
CalOPPA.

While burdensome to many companies, CalOPPA ensured that the rights and privacy of the
residents of California would be respected without geographical loopholes that could jeopardize
security.

The GDPR adopted a similar policy, ensuring that individuals located within the EU remain
protected any time their personal information is collected, processed, or shared.

Privacy Policies

California was the first state in the US to enact a law requiring websites to have a Privacy Policy
in place. This requirement applied to any website that collects personally identifiable information
from residents of California.

The primary focus of CalOPPA is to encourage transparency by setting some standards for
Privacy Policies.

Our Privacy Policy Generator makes it easy to create a Privacy Policy for your
business. Just follow these steps:

At Step 1, select the Website option or App option or both.

Answer some questions about your website or app.

Answer some questions about your business.

Enter the email address where you'd like the Privacy Policy delivered and click
"Generate."

hPOb=

TermsFeed.com 15
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You'll be able to instantly access and download your new Privacy Policy.

Step 1 Step 2 Step 3

EEN
Start the Privacy Policy Answers the questions from | Integrate the generated
Generator questionnaire our Privacy Policy Generator | Privacy Policy

CalOPPA is less focused on regulating how and why websites collect and process data, and
instead focuses more on ensuring that Californians are informed about what is happening to
their personal information so that they can choose whether or not to give it.

Under CalOPPA, a Privacy Policy must:

Be posted conspicuously on a main page and include the word “privacy”

Disclose what categories of personal data are collected

Disclose what categories of third parties the personal data may be shared with
Disclose the procedure for notifying users of changes to the Privacy Policy

Include the date when the current version of the policy went into effect

Include the procedure by which users can review and request updates to their stored
personal information

e Disclose whether Do Not Track requests are honored

You will find many of these requirements in the GDPR, along with some additional, more
advanced requirements.

Under the GDPR a Privacy Policy should be easy to access, read, and understand, and
should include the following:

The identity of the data controller (and the Data Protection Officer, if applicable)
What personal data is collected

How it is collected

Why it is collected (for what purpose or purposes)

The legal basis for collecting the data

The source of any personal data not collected firsthand

How long data will be retained

The rights users have regarding their personal data

How to submit complaints

Proof of proper security to protect private data

security measures in place for those circumstances

TermsFeed.com

Disclosure of whether data is stored, shared or processed outside of the EU, as well as
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e Disclosure of if you handle any special categories of data, as well as the security
measures in place to protect that data

Disclosure of with whom personal data is shared (third parties, partners, etc.)
Date when your Privacy Policy was last updated

Any consequences of refusing to provide data (limited site functionality, etc.)
Disclosure of any automated decisions or profiling that may take place

As you can see, the requirements for Privacy Policies under the GDPR focus much more on the
content of these policies.

Pll and Personal Data

Personally identifiable information or PIl under CalOPPA can be defined as “any information
which could be used to identify a certain individual or de-anonymize anonymous information”.

That information only theoretically needs to have the potential to identify someone, even if it
would be difficult to do so.

For example, a phone number is sometimes used as a unique identifier tied to certain accounts.
If that number is also listed in a contact directory or on social media, then you could use that
number to discover the name and identity of that individual. Therefore, a phone number is
considered PII.

The GDPR defines personal data in a very similar manner. Article 4 defines personal data as:

“..any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;”

The GDPR gets a bit more specific and clarifies some uncertainty about what can be
considered “identifiable.”

For example, the predecessor to the GDPR was unclear about whether things like IP addresses
or location data were considered personal data. The GDPR makes it clear that they are, in
addition to many other things.

Here is a list of some things that qualify as personal data or personal information under the

GDPR:
e Email addresses
e Mailing addresses
e Phone numbers
e Physical descriptions
e Demographic information
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Age or date of birth

Social security numbers

Driver license numbers

Names

IP addresses

Location data

Zip codes

Medical history

Financial information (such as salary)
Unique identifiers (student and other ID numbers)
Religious beliefs

Political affiliations

Occupations

This list is by no means exhaustive, but instead contains some common types of information
that can be considered personal data under the GDPR.

Cross-Compliance

With the GDPR building upon many of the concepts of CalOPPA, becoming compliant with the
GDPR puts you in very good standing under CalOPPA, as well. They share many similarities,
requirements, and principles, with only a few things left out of the GDPR.

Unfortunately, the road to compliance from CalOPPA to the GDPR is not as short.

The GDPR builds upon many concepts of CalOPPA and also evolves many of them, delving
deeper into the processes and procedures of data controllers and data processors. While being
compliant with CalOPPA certainly means you are closer to privacy compliance under the
GDPR, there are many more steps needed to become fully compliant with all aspects of the
GDPR.

If you are aiming for compliance with both CalOPPA and the GDPR, you should review each set
of laws and compare them individually to your operation. Nothing in either set of laws should
interfere with the other, though some requirements may be set to a higher standard in one case
versus the other. Comply with the most stringent requirement in situations of overlap to
ensure your methods are adequate or better for both sets of laws.

Below is a chart outlining some common business activities and each law’s general
requirements so you can see how they differ in a practical way:

Activity CalOPPA GDPR
Jurisdiction Affects any entity that Affects any entity that
handles personal data of handles personal data of
residents of California. users in the EU.
Collecting/processing Practices must be disclosed  Must have legal basis.

personal data in the Privacy Policy.
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Collecting email addresses
from users to create an
account with you and sign
them up to your marketing
emails

Serving personalized ads

Using cookies

Privacy Policies are required
and must contain certain
information and be easily
accessible.

No specific requirements.

Must disclose this in Privacy
Policy.

Must disclose this in Privacy
Policy.

Practices must be disclosed
in the Privacy Policy.

Privacy Policies are required
and must disclose additional
information and be easy to
read and access.

Must have an additional
checkbox or “I Agree” button
that users must click to show
they are informed that they’ll
also be signing up for
marketing emails.

Must get active consent from
users.

Must get consent before
cookies can be placed on
devices.

Table 3: Cross-compliance - Activity, CalOPPA and the GDPR

Penalties for Failure to Comply With the

GDPR

The maximum penalty for breach of privacy laws has been increased under the GDPR to the
higher of €20 million or 4% of annual global turnover. A fine of this magnitude would be
reserved for only the most egregious breaches of privacy, but goes to show that it is vitally
important to understand when it is and is not lawful to process the personal data of residents of

the EU.

Article 82 states that individuals who have suffered damages from a breach of the GDPR are
entitled to compensation from the data controller and/or data processor. While it does not go
into detail about how much compensation could be required or give any examples of such a
case, it simply states that this would be handled in court.

Here’s how the GDPR phrases it:


https://www.termsfeed.com/blog/gdpr-articles/#Article_82_Right_To_Compensation_And_Liability
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Any person who has suffered material or non-material damage as a result of an
infringement of this Regulation shall have the right to receive compensation from the
controller or processor for the damage suffered.

" Any controller involved in processing shall be liable for the damage caused by processing
which infringes this Regulation. ? A processor shall be liable for the damage caused by
processing only where it has not complied with obligations of this Regulation specifically
directed to processors or where it has acted outside or contrary to lawful instructions of the
controller.

A controller or processor shall be exempt from liability under paragraph 2 if it proves that it
is not in any way responsible for the event giving rise to the damage.

Where more than one controller or processor, or both a controller and a processor, are
involved in the same processing and where they are, under paragraphs 2 and 3,
responsible for any damage caused by processing, each controller or processor shall be
held liable for the entire damage in order to ensure effective compensation of the data
subject.

Where a controller or processor has, in accordance with paragraph 4, paid full
compensation for the damage suffered, that controller or processor shall be entitled to
claim back from the other controllers or processors involved in the same processing that
part of the compensation corresponding to their part of responsibility for the damage, in
accordance with the conditions set out in paragraph 2.

Court proceedings for exercising the right to receive compensation shall be brought before
the courts competent under the law of the Member State referred to in Article 79(2).

Image: GDPR Info Article 82 - Right to Compensation and Liability

1. Any person who has suffered material or non-material damage as a result of
an infringement of this Regulation shall have the right to receive
compensation from the controller or processor for the damage suffered.

2. Any controller involved in processing shall be liable for the damage caused
by processing which infringes this Regulation. A processor shall be liable for
the damage caused by processing only where it has not complied with
obligations of this Regulation specifically directed to processors or where it
has acted outside or contrary to lawful instructions of the controller.

3. A controller or processor shall be exempt from liability under paragraph 2 if
it proves that it is not in any way responsible for the event giving rise to the
damage.

4. Where more than one controller or processor, or both a controller and a
processor, are involved in the same processing and where they are, under
paragraphs 2 and 3, responsible for any damage caused by processing,
each controller or processor shall be held liable for the entire damage in
order to ensure effective compensation of the data subject.

TermsFeed.com 20




GDPR for Business

5.

TermsFeed.com

Where a controller or processor has, in accordance with paragraph 4, paid
full compensation for the damage suffered, that controller or processor shall
be entitled to claim back from the other controllers or processors involved in
the same processing that part of the compensation corresponding to their
part of responsibility for the damage, in accordance with the conditions set
out in paragraph 2.

Court proceedings for exercising the right to receive compensation shall be
brought before the courts competent under the law of the Member State
referred to in Article 79(2).
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Chapter 2:

The Pillars of the
GDPR

Understanding the pillars of the GDPR can help us understand and interpret our
responsibilities as business owners to ensure GDPR compliance and strong policies within
our organization.

Let’s take an in-depth look at these core concepts of the GDPR and how we should navigate
them.

Image: TermsFeed illustration of a desk and pillars to represent pillars of GDPR



Pillar 1: Purpose and Proof for
Data Handling

Gone are the days when apps and websites can collect any and all information possible from
users without the users knowing. The GDPR is doing away with shady data collection practices
and leveling the playing field for businesses that respect the privacy and desires of their data
subjects.

Under the GDPR, data controllers must have a legal basis for collecting and processing the
personal information of their users. Without an adequate reason, data controllers are not
permitted to collect or process personal information. It's as simple as that.

In addition to requiring an adequate purpose for personal data handling, the GDPR also
requires proof on the part of the data controller to ensure they are acting in accordance to the
law.

Data controllers and processors are required to document the data they have collected, the
data they have processed, and the reason for doing so so that they can present these
records to the proper authorities as proof of their compliance with the GDPR if need be.

This documentation should include the following:

All types of personal data in your possession
The reason why it was collected (including proof of the data subject’s consent, if
applicable)
The lifecycle of the personal data in your possession (how long will you retain it?)
Any data processors, third-parties, or other entities with whom you have shared the
data

e Your legal basis for collection and/or processing all data in your possession

See Chapter 5 [LINK TO CHAPTER 5] for more information on “legitimate interests” and when
you can use that as your legal basis for data processing.

Collect and Keep Data Only as Needed

A misunderstanding that many business owners have is that once they collect personal data
from one of their users, that data then belongs to them and they can do with it as they wish.
This actually contradicts several sections of the GDPR.



In order to be compliant with the GDPR, you must only collect data with a sufficient legal
basis to do so, and you should only retain that information for as long as it is actually needed
for the intended and communicated purpose.

So, having a legal basis to collect personal data from one of your users allows you to obtain
that data, but once you are finished using that data to complete the task you had a legal basis
for, the data should then be deleted or completely anonymized to remove any connection to the
data subject.

Retaining personal information for only a limited time reduces the need for ever growing data
storage, encourages efficient use of collected data, and significantly reduces the risk to data
subjects in the event of a data breach.

By setting a lifespan for the personal data that you collect and process, your users are no
longer at risk of their data being compromised after the set amount of time when their data is
processed.

Pillar 2: Data Security

The GDPR aims to reduce security risks to data subjects by increasing the responsibilities and
expectations of data controllers and processors.

Article 32 of the GDPR states that data controllers must have sufficient security measures in
place appropriate to the sort of personal data they handle and in light of the potential risks
involved.

Essentially, this declaration puts the full responsibility of data security on the data controller to
ensure that the privacy and personal data of their users are adequately protected by modern
measures.

Some recommended and expected measures you should take in order to ensure you have
adequate security measures in place to protect your data subjects’ personal information
include:

e Using SSL encryption
e Applying data anonymization/pseudonymisation
e FErasing nonessential data

Encryption should be used at multiple stages in your processes when possible to ensure that
the data is secure, even if it is stolen or you are the victim of a breach.


https://www.termsfeed.com/blog/gdpr-articles/#Article_32_Security_Of_Processing
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A German chat app recently faced a €20,000 fine after a data breach exposed that the
company had been storing user passwords in plain text files. This company did everything right
in notifying its users and the proper authorities of the breach, and it would seem that the fine
came simply as a result of the lack of encryption.

Had the data been properly encrypted, the passwords that were stolen in the breach would
have been uninterpretable and useless as a result of encryption. But since this data was stored
as plain text without any encryption, it was left vulnerable and not compliant with the privacy
protection requirements set forth in the GDPR, thus the fine.

Modern day encryption is usually in the form of SSL 256-bit keys that turn easily
understandable information such as a text document into an unintelligible jumble of characters
that must be unencrypted before it can be understood. 256-bit encryption is virtually
uncrackable, meaning even if someone were to steal the content of your encrypted database,
the content would be unintelligible without the encryption key to decode it.

Pseudonymisation and Anonymization

Pseudonymisation is a process where data is substituted according to a system so that it is
not easily identifiable without knowing the pseudonymization system or by cracking the code.

For example, a very basic form a pseudonymization would be a simple cipher where one letter
is replaced with another letter or symbol. This might look something like this:

A=1, B=$, C=F, D=!, E=P, etc.

If you took the word “DAD” and applied the cipher it would become “111.” Or if you took the word
“CAB” it would become “F1$.”

While this extremely simple version of pseudonymisation is not enough for modern internet
security purposes, you can see how even a form as simple as this can make data more difficult
to detect and understand. If an unauthorized entity were to take a look at account information in
your pseudonymized database, it would be much more secure for the account owner if their
name was displayed as “1$P” instead of “ABE.”

However, with access to an entire database worth of information, it would be possible to crack a
simple pseudonymization cipher and decode the information within.
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Some other weaknesses of pseudonymization are the ability to find patterns. Even if the cipher
is not cracked, the name “ABE” would appear as “1$P” in every instance which could give away
some information and show a pattern. In some cases, a pseudonymized name or unique
identifier would still behave as a unique identifier because it is consistent, even though
pseudonymized.

But make no mistake, pseudonymization can be a powerful security measure to use in your
projects. While not infallible, and not sufficient for securing your database in and of itself, using
any form of pseudonymization is far better than doing nothing at all. Advanced
pseudonymization techniques can be much more difficult to crack and offer much higher levels
of security.

Article 3 of the GDPR refers to pseudonymization where it mentions using methods of data
processing that require “additional information” to be interpreted. Pseudonymization is one such
method requiring a cipher to interpret the data.

Anonymization is another method of converting sensitive data into a less interpretable form. It
uses a slightly different process to camouflage data, offering some advantages and
disadvantages compared to pseudonymization.

Anonymization by definition (Recital 26) must alter the data in a way that it is irreversible.

Unlike ciphers and other methods used in pseudonymisation which can be cracked and
decoded, anonymization is a permanent and irreversible process. In fact, true anonymization
completely erases any personal information from an entry to the point that it is no longer
identifiable (or useful) to the data controller securing it.

For this reason, there are some methods that can be used to anonymize data without losing all
of its value.

One useful way to implement personal data anonymization is to anonymize all unnecessary
information after it has been used.

For example, if a user on your website fills out a survey with some information about himself
that you will be using to make insights about your business model, you can anonymize that data
after you complete the study.

Instead of having a survey that says John Smith likes your new homepage and Jane Doe
dislikes your new homepage, you can anonymize the results by simply saying that 50% of your
users prefer your new homepage. This result is free of any identifying information.

The trick to using anonymization for data security is to remove any information that can be
used to link to an individual while still retaining useful information for your analytics. This
isn’t always obvious or easy, and you should think back to how the GDPR defines personal data
to determine what can be considered identifying information.


https://www.termsfeed.com/blog/gdpr-articles/#Article_3_Territorial_Scope
https://www.termsfeed.com/blog/gdpr-recitals/#Recital_26_Anonymous_Data

Pillar 3: User Rights

User rights create a balance between the data subjects and data controllers. This balance of
power makes the relationship between data subjects and data controllers a give and take rather
than the data controller holding all of the cards.

These rights are discussed thoroughly in Chapter 6.

Pillar 4: Transparency

The final pillar of the GDPR is transparency on the part of data controllers and data
processors.

Privacy Policies are perhaps the most crucial component of transparency. The GDPR has
strong guidelines for what should be disclosed to data subjects, and a strong Privacy Policy is
an effective way for data controllers to communicate a vast amount of information to their users.

Transparency is also a good way to build a relationship with your users as well as improve your
reputation. Keeping your data subjects informed shows that you want what'’s best for them and
lets them know what you are doing to protect their personal information and privacy.



Chapter 3:

Data Controllers
vs. Data
Processors

A crucial aspect of the GDPR is the difference between a data controller and a data
processor. Luckily, the distinction is fairly easy to understand and remember.

Image: TermsFeed illustration of a man reading at a desk version 1, the Data Controller



Basically, a data controller is the one who decides what data is collected and how that data
will be processed. Data controllers usually collect the data for purposes they decide and
manage, and are responsible for ensuring that it is handled properly. Data controllers are often
also data processors, but can also use a separate data processor.
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Image: TermsFeed illustration of a man reading at a desk version 2, the Data Processor

A data processor takes information that has been collected by a data controller and then uses
it to complete a task or tasks on behalf of the data controller. The data processor must obey the
data controller and only process data in the ways that they have been instructed. Data
controllers are similar to managers who guide and oversee the work of data processors.

Imagine an ecommerce website that utilizes a third-party payment processor.

When a user decides to make a purchase from the website, the website handles the majority of
the transaction but hands of the payment information to the third-party processor. The
ecommerce website is the controller in this scenario because it facilitates the sale between the
buyer and decides what is done with the customer’s data.

The ecommerce website doesn’t actually process the payment data though. Instead, the
third-party payment processor handles the actual data processing at the direction of the data
controller.

In the above example, the ecommerce website manages the transaction and collects the
payment information from the data subject. It then transfers that information to the third-party
payment processor with instructions on what to do with that data.



The payment processor only acts according to the instructions of the website with the data
provided to it. In this scenario and example relationship, the ecommerce website is the data
controller and the third-party payment processor is the data processor.

By and large, both data controllers and data processors must abide by many of the same rules.
They are required to handle personal data a certain way, have adequate safeguards in place to
protect that data, and must respect the rights and privacy of their data subjects.

However, there are some crucial scenarios where it is necessary to distinguish between the two
as the rules and regulations can vary according to your role.

In this chapter, we will discuss how the GDPR regulates these two categories of data handlers
so you understand your responsibilities as a data controller and/or processor.

In order to really drive home the difference between data controllers and data processors, and
to help you determine which one you are, let’'s explore a few examples.

The Dynamic Between a Data
Controller and Data Processor

Some businesses take on the role of both data controller and processor by handling all of their
data processing needs internally.

For example, consider a website that prompts you to create an account by providing your email
address in order to send you updates or a newsletter. If the website handles its own email list
and does not utilize a third-party service to handle the list or send out updates and its
newsletter, then the website would be both the data controller and the data processor.

This is because the website decides what is to be done with the email address data and
processes it to send out updates and its newsletter.

The Data Controller

If, on the other hand, the website in the above example used a third-party service (like
MailChimp) to handle the distribution of its newsletter to the email list, the website would be the
data controller and the third-party service would be the data processor. The data controller
decides what is to be done with the data it provides to the processor.

In this example, the website would inform the distributor of what it wants done with the email list
(such as sending out a monthly newsletter) and the distributor would carry out that task. You
can see how the website is “controlling” the email list while the distributor is simply “processing”
the information.



GDPR for Business

The Data Processor

The distributor in the above examples would be the data processor as it does not decide what
to do with the email addresses but simply carries out the tasks requested by the data
controller (the website).

Under the GDPR, data processors are ONLY to process data in response to orders and
directions from the data controller. A data processor may not process that data for any
additional purposes beyond what was requested by the data controller.

Being Both a Data Processor and Data
Controller

Data processors can also be data controllers and almost always will be.

Consider a data processing company that handles email newsletter processing for other
companies. While the company is a data processor in the relationship between itself and its
clients, it is a data controller in other relationships and with other data.

The data processing company will be data controller when it comes to things like:

e Contact and billing information it collects from its clients
e Its own employee documentation like information found on employee applications and in
payroll databases

While data processing requirements will apply to the processor in its relationship with its clients,
it will also need to take steps to comply with data controller requirements in regard to other data
it chooses to collect.

Example #1: Social Media Website That is Both a Data
Controller and Data Processor

Consider a social media platform where users are able to create an account by providing
information about themselves. This information would likely include things like name, age, city
of residence, workplace, etc. which would constitute personal information under the protection
of the GDPR.

As such, the social media website collecting this information would be designated as the data
controller regarding that data.

Imagine that a feature of this social media website is sending email updates regarding
information about the website as well as notifications regarding user interactions through the
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social media platform. The website automatically forwards these messages and notifications to
the email associated with that account.

By processing the information regarding the account and the associated email address, the
website would also qualify as a data processor.

In this example, the social media website would be considered both the data controller and
data processor because it collects personal information and dictates what tasks it will be used
for, in addition to carrying out those tasks itself. It both controls and processes the data.

Example #2: Ecommerce Website that is a Data Controller
but not a Data Processor

Consider an ecommerce website started by an individual or small team seeking to sell a
product. That product could be anything from t-shirts to software. In order to sell the product
online, a small website is created in order to showcase and advertise the product. Potential
buyers who visit the page can learn more about the product, see images, videos and reviews,
or place an order.

The website itself, however, is not capable of processing payments. Instead, prospective
customers pay via a third-party payment processor. In this scenario, the website is the data
controller but not the data processor.

The website is the data controller because it dictates what is to be done with the personal data
of its customer (payment is requested). The third-party, however, is the one actually processing
the payment on behalf of the website and would be the data processor in this relationship.

Example #3: Email Marketing Service that is a Data
Processor but not a Data Controller

Consider a company that assists in the creation and delivery of email marketing content and
newsletters.

For example, a store hires this company to create and distribute an email advertising a new
product to a list of interested customers. The email marketing service receives the email
addresses for the recipients from the store along with information and assets about the product
to be advertised. The marketing service then crafts an email and sends it to those email
addresses as dictated by the store.

The email marketing service in this relationship would be the data processor while the store
who hired the marketing service is the data controller. Here, the store collects the email
addresses of the recipients, then provides that information to the email marketing service in
order for them to complete a task as directed.
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Since the email marketing service receives the email addresses for the sole purpose of
distributing the advertisement and will not process the data for any other reasons, they are
simply acting on behalf of the data controller as the data processor.

Remember, the email marketing service also acts as a data controller in other capacities, such
as when handling the data of its own clients, but in this specific scenario they would be acting
as the data processor when sending these emails at the direction of another company.

Here are some telltale signs that an entity is a data controller:

e |t dictates what data is collected
e [t dictates why and how data is to be processed
o |t takes possession of the data first

Data processors are given data that is:

e To be processed by them but provided by another entity
e Provided only for use in a specific task
e Only to be processed at the direction of the data controller

Data Controller Responsibilities

Data controllers are responsible for everything from notifying data subjects of their practices,
collecting data, keeping that data secure, and even determining how qualified the data
processors they select are.

The data controller is responsible for the personal data it manages at virtually every point in the
life cycle of that data, meaning the majority of responsibilities revolve around the controller.

Here is a list of responsibilities for data controllers as described by the GDPR:

Must be able to prove compliance with the GDPR

Is responsible for ensuring lawful data processing

Should only handle and share necessary personal data

Should only share personal data with reputable entities

Must have appropriate security measures in place to protect the personal data of its

users, and these measure should predate the collection of that data

e Have an appointed EU representative if located outside of the EU and involved in
sufficient data processing

e Must only appoint processors who can prove compliance with the GDPR and agree
to an adequate data processing agreement

e Must report any security breaches as soon as possible

e Must keep adequate records for proof of compliance with the GDPR if it has over 250
employees or processes personal data that is sensitive or on a large scale

e May be required to appoint a Data Protection Officer depending on the type and

quantity of personal data that it processes or monitors

In many ways, the GDPR’s primary focus is on data controllers.


https://www.termsfeed.com/blog/gdpr-appointment-eu-representative-letter/

The regulation seeks to ensure that data controllers responsibly handle personal data in order
to protect the rights and privacy of the users. By enforcing the rules above, data controllers
must be responsible and transparent in their usage of personal data to reduce risks and
potential mishandling.

Data Processor Responsibilities

While data processors incur fewer responsibilities in their role, these responsibilities are no less
important. Failure to follow the correct procedures can result in serious risks to data subjects
and hefty fines for data processors as well as their data controllers in some cases.

Here is a list of responsibilities for data processors as described by the GDPR:

e Must keep adequate records for proof of compliance with the GDPR if it has over 250
employees or handles personal data that is sensitive or on a large scale

e May only process data in the manner dictated by the data controller

Must have adequate security measures in place that predate the receiving of personal

data for processing

Must obtain consent from the data controller to employ sub-processors

Must agree to an adequate data processing agreement

May need to appoint an EU representative and/or DPO

Shall return or delete the personal data at the end of the contract

Must report security breaches as soon as possible

Again, while data controllers carry more responsibilities as the entities that decide what to do
with the personal data that they manage, non-compliance on the behalf of a data processor can
create just as dire of a situation that could put the rights and privacy of data subjects at risk.

The GDPR assigns several obligations to both data controllers and data processors in order to
ensure that all parties involved in handling personal information do so safely and responsibly.

Recordkeeping Obligations

In order to be able to prove compliance with the GDPR, and for the safety of data subjects,
both data controllers and data processors have certain record keeping requirements as
mentioned above. The specifics of these requirements are different for data controllers and data
processors, though they also share some aspects.

The recordkeeping obligations for data controllers under the GDPR can be boiled down to the
following:

e Have on record the name and contact information for any controllers, joint controllers,
representatives, or Data Protection Officers


https://www.termsfeed.com/blog/gdpr-data-processing-agreements/

e Have in your records the reasons for processing the personal data that you possess

e Describe in your records the categories of data subjects and personal data that you
handle

e Include in your records the categories of recipients with whom you share or disclose
the personal data that you possess, especially international entities

e Keep records of the international recipients of personal data and any applicable
documentation about the relevant security measures in place for those transfers

e Have in your records the procedure for deleting personal data that is no longer
needed and the estimated life cycle of different types of data

e Describe in your records the security measures that you have in place to protect the
personal data that you possess

The recordkeeping obligations for data processors under the GDPR are as follows:

e Keep on record the name and contact information for any processors, joint
processors, sub-processors, representatives or Data Protection Officers involved, as
well as the data controller on whose behalf you are acting

e Have on record the categories of data processing that you handle on behalf of the
data controller

e Keep records of the international recipients of personal data and any applicable
documentation about the relevant security measures in place for those transfers

e Describe in your records the security measures that you have in place to protect the
personal data that you possess

While these obligations of both data controllers and data processors are similar in many
aspects, the role of data processor is only to act on behalf of the data controller. Therefore,
more of the responsibility and decision-making falls on the controller.

Article 30 of the GDPR states that these records should be kept in written form (which can be
digital) and the data controllers, data processors, or their representatives must be able to make
these records available to the proper authority upon request.

An Exception

Article 30 also includes an exception for organizations of less than 250 employees. It states that
organizations of less than 250 employees are not obligated to keep records as described
above unless one of the following is true:

e The processing is likely to put user rights or freedoms at risk
e Processing takes place more than occasionally
e Special categories of data with additional protections are processed

This exception applies to both data controllers and data processors and is intended to limit the
burden on small companies and small-scale operations that may not have the resources to
maintain such detailed records.

Processing that takes place “more than occasionally” is fairly clear, but what does “occasionally”
mean in this context?


https://www.termsfeed.com/blog/gdpr-articles/#Article_30_Records_Of_Processing_Activities

It's easy to see that something that happens daily or very often would be “more than
occasionally,” such as a forum like Reddit where users tend to visit daily or even many times
per day to interact with the site and submit comments and posts.

“Occasional” processing typically means if something is processed in a one-off way, or is done
rarely.

An example of this may be a tax website that collects user information but only uses it once a
year to submit tax returns for the individual, and only uses email addresses to confirm the
returns have been submitted. In a case like this, the tax company may be exempt from needing
to keep records.

However, if the tax company sends marketing emails consistently throughout the year, this
changes things and the processing will be considered “more than occasionally” done. In this
case, records will need to be kept.

Ask yourself how often you use the data you have on hand to determine if it's just occasional
(rarely or only once), or more than occasional (regularly or somewhat consistently).



Chapter 4:

EU
Representatives
and Data

Protection
Officers

Depending on your data processing and collection methods as well as your geographical
location and the location of your audience, you may be required to appoint an EU
representative or Data Protection Officer.

While both of these roles are intended to improve compliance with and enforcement of the
GDPR, they do so in different ways by serving different purposes for different reasons.

In this chapter, we will explore the specific requirements and obligations for these two roles to
help you determine if you need to appoint an EU representative, a Data Protection Officer, both,
or neither.
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Image: TermsFeed illustration of EU Representative

The purpose of an EU representative is to ensure that companies outside of the EU have a
local contact for matters concerning the GDPR. This is to ease the burden of communications
across continents and time zones, expediting and guaranteeing communications between
foreign entities and supervisory authorities within the EU.

Image: TermsFeed illustration of DPO Data Protection Officer
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The purpose of a Data Protection Officer (or DPO) is to have an expert within your
organization that is knowledgeable about and responsible for compliance with the GDPR.

DPOs are required for companies who process certain types or amounts of data. By appointing

a Data Protection Officer, it becomes less likely that personal data will be mishandled or the
laws of the GDPR will be broken.

When an EU Rep and DPO are
Required

It is very possible that your company could require both an EU member state representative
and a Data Protection Officer.

For this to happen, your company would need to:
e Be located outside of the EU, and
e Process or monitor a large amount of personal data or special kinds of data on a regular

basis

Let’s review the requirements for each to see if you need to appoint either or both.

When an EU Member State Representative
is Required

An EU representative is required in the following circumstances:

e \When a data controller or a data processor is located outside of the EU, and

e That data controller or data processor regularly collects or processes the personal data
of residents of the EU, or

e That data controller or data processor processes special categories of data on a large
scale, or

e That data controller or data processor processes personal data related to criminal
histories

If these conditions are met, then an EU member state representative must be appointed within
one of the countries where the data controller or data processor has users.
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When a Data Protection Officer is
Required

A Data Protection Officer is required in the following circumstances:

e When a public authority processes personal data

e \When a data controller or data processor regularly or systematically monitors personal
information on a large scale

e When a data controller or data processor handles special categories of personal
information on a large scale

e When a data controller or data processor handles personal information relating to
criminal history

If any of these conditions are met, a Data Protection Officer must be appointed.

Could One Person Do Both Roles?

While these two positions are different and distinct, they do share many similarities between
them. Considerations for special categories of data and criminal histories are given in both
cases, as well as distinctions between occasional versus regular, and large scale versus small
scale data processing.

While the purpose of these two roles is different, and you could very well be required to have
both, it might be theoretically possible that one person could fill both roles. But it isn'’t
recommended and won’t be practical in most cases.

Article 37 tells us that a Data Protection Officer may have other duties in addition to his or her
role as a DPO. This could potentially mean that a single individual could serve as both an EU
member state representative and Data Protection Officer. While theoretically this could be done,
such an individual would need to be a resident of the EU while your company or organization
would be located outside of the EU (or else you wouldn’t need an EU rep).

This could create a contradiction for the requirement that a Data Protection Officer have easy
access to the company for which they work, however. After all, it would be probably difficult for
a DPO to ensure the organization they work for is complying with the GDPR when they’re far
away and in another country.

While there is no actual mention of this being possible or forbidden under the GDPR, it probably

would not be recommended or logistically feasible in most cases, though theoretically it could
be possible.
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EU Representatives

Article 27 of the GDPR: Representatives of controllers or processors not established in the
Union, covers the basics of when companies outside of the EU are required to appoint a
member state representative.

For starters, the individual must be located within the EU and serves as a liaison for your
company and the authorities of the GDPR. This is intended to improve and expedite
communications which will result in less of a burden for both the authorities and affected data
subjects.

If either of these parties have questions or concerns about your policies or compliance with the
GDPR, they can contact a local representative rather than a company in another country or
timezone. This will cut down on potentially costly communication delays and reduce lost or
overlooked inquiries.

Let’s look at some specifics from the GDPR to nail down why and when some businesses may
need to appoint an EU representative.

Article 27: Representatives of Controllers
or Processors Not Established in the
Union

Article 27 makes up the core of the regulations pertaining to EU member state representatives
in the GDPR.

Another important section is Article 3, which covers the territorial scope of the regulation.
Article 3 states that companies both within and outside of the EU that handle the personal
information of residents of the EU must be fully compliant with the GDPR.

This is very clear and is important when considering Article 27 which refers to Article 3. This

reference reconfirms that data controllers and data processors who are not located within the
EU are required to designate a representative who is located there.

Section 2: Exceptions

Section 2 of Article 27 describes the scenarios in which a representative is NOT needed:
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2. The obligation laid down in paragraph 1 of this Article shall not apply to:

(a) processing which is occasional, does not include, on a large scale, processing of
special categories of data as referred to in Article 9(1) or processing of personal data
relating to criminal convictions and offences referred to in Article 10, and is unlikely to
result in a risk to the rights and freedoms of natural persons, taking into account the
nature, context, scope and purposes of the processing: or

(b} a public authority or body.

Image: GDPR Info: Article 27 Section 2 - Representatives of controllers or processors not established in the Union

The obligation laid down in paragraph 1 of this Article shall not apply to:

a) processing which is occasional, does not include, on a large scale,
processing of special categories of data as referred to in Article 9(1) or
processing of personal data relating to criminal convictions and offences
referred to in Article 10, and is unlikely to result in a risk to the rights and
freedoms of natural persons, taking into account the nature, context, scope
and purposes of the processing; or

b) a public authority or body.

Point (a) is a lot of information to take in at once, so let’s break it down.

Data controllers and data processors located outside of the EU do NOT need to appoint a
representative inside the EU if they:

e Only process data occasionally,

e Do not process special categories of data on a large scale. These special categories

of data include:
o Race
Ethnicity
Political opinions
Religion
Philosophical beliefs
Trade union membership
Genetic data
Biometric data
Health data
Sexual orientation
o Sexual activity
e Do not process personal information that is related to criminal history, or
e If they only process data that comes with limited risk potential in the event of a data
breach

O O O 0O 0O O O O O

In order to comply with the GDPR from outside of the EU, these are the requirements that will
determine if you need to designate an EU representative or not.
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The terms “occasionally” and “large scale” are admittedly vague, and we hope to receive more
clarification on these entries in the near future to specify at what point data processing becomes
more than “occasional” or the distinction between “large” and “small” scale.

For now, it's best to rely on common sense and err on the safe side if you are truly uncertain by
appointing an EU representative, just in case.

Section 3: Relation of EU Rep’s Residence to Your
Business Dealings

Section 3 states that your EU representative must reside within one of the EU member
states from where your company collects personal information. That is, your
representative should be located in an area you are targeting, not just within the broad
confines of the EU.

3. The representative shall be established in one of the Member States where the data
subjects, whose personal data are processed in relation to the offering of goods or
services to them, or whose behaviour is monitored, are.

Image: GDPR Info: Article 27 Section 3 - Representatives of controllers or processors not established in the Union

3. The representative shall be established in one of the Member States where the
data subjects, whose personal data are processed in relation to the offering of
goods or services to them, or whose behaviour is monitored, are.

After all, the purpose of appointing an EU representative is to make it easy for your data
subjects and their supervisory authorities to contact you. Having your representative on the
opposite side of the EU from the majority of your customers would not be convenient or wise.

Say, for example, that you process the personal information of citizens of the UK, France, and
Italy. In that case, your EU representative should be located in one of those three countries.

If your representative was located instead in Germany, that would not be compliant because

although Germany is a part of the EU, that is not one of the countries in which your data
subjects reside.

Section 4: Communications

Section 4 explains that your designated EU representative should be included as a contact for
supervisory authorities and users. This is so that the rep can be contacted with questions or
concerns about your data processing procedures or compliance with the GDPR.
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4. The representative shall be mandated by the controller or processar to be addressed in
addition to or instead of the controller or the processor by, in particular, supervisory
authorities and data subjects, on all issues related to processing, for the purposes of
ensuring compliance with this Regulation.

Image: GDPR Info: Article 27 Section 4 - Representatives of controllers or processors not established in the Union

4. The representative shall be mandated by the controller or processor to be
addressed in addition to or instead of the controller or the processor by, in
particular, supervisory authorities and data subjects, on all issues related to
processing, for the purpose of ensuring compliance with this Regulation.

This is one of the major reasons for having an EU rep, as your local representative will be a
much more convenient point of contact for your data subjects and the authorities located in the
Union.

Article 35: Data Protection Impact
Assessment

Article 35 is another relevant section of the GDPR that describes the main functions of EU
representatives. In it, data protection impact assessments are discussed, and it mentions that in
some situations data controllers should call on their EU representatives for input.

9. Where appropriate, the controller shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to the protection of
commercial or public interests or the security of processing operations.

Image: GDPR Info: Article 35 Section 9 - Data protection impact assessment

9. Where appropriate, the controller shall seek the views of data subjects or their
representatives on the intended processing, without prejudice to the protection of
commercial or public interests or the security of processing operations.

This is important because it not only gives additional responsibility to EU reps, but it also
highlights another purpose for designating an EU member state representative: having
someone in your organization who is familiar with the laws, culture and pulse of a country that
may be very different from your own.
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Having someone located in a foreign market could provide valuable insight into how that society
is similar to your own or how it might be very different.

This knowledge could be vital to foreign companies that are unfamiliar with social norms in a
region that they are targeting. Language barriers, translations, differences in daily life, or even
opinions on personal privacy could vary wildly between countries. This could lead to
embarrassing mistakes, poor business decisions, or potentially failure to comply with the GDPR
despite the best intentions.

Your EU member state representative is not only a convenient point of contact for your
company in foreign markets, but a knowledgeable expert of that market that you can consult
with.

As explained in Article 27 and further detailed in Article 35 of the GDPR, your EU member state
representative is an appointed local contact within your foreign market.

This individual serves as an intermediary for supervisory authorities, your company, and your
users. This individual is meant to ease communications between your company located outside
of the Union and those you interact with within the Union.

While it may seem burdensome to keep a designated representative in the EU, the reasons for
having one are certainly reasonable. This representative will also provide your company with
valuable information about the local market. In addition, a local contact could be vital for
time-sensitive matters that otherwise could cost your company valuable time, money, or
reputation.

You may encounter aspects of the duties of Data Protection Officers that seem very similar to

those of EU member state representatives, but remember that these are entirely separate
entities with their own conditions and duties.

Data Protection Officers

The core guidelines and requirements for Data Protection Officers are presented in Articles 37,
38 and 39 of the GDPR.

Article 37: Designation of the Data
Protection Officer

Article 37 begins with an explanation of when a Data Protection Officer is required. The
circumstances for needing to appoint a Data Protection Officer are as follows:
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1. The controller and the processor shall designate a data protection officer in any case
where:

(a) the processing is carried out by a public authority or body, except for courts acting in
their judicial capacity;

(b) the core activities of the controller or the processor consist of processing operations
which, by virtue of their nature, their scope and/or their purposes, require regular and
systematic monitoring of data subjects on a large scale; or

(c) the core activities of the controller or the processor consist of processing on a large
scale of special categories of data pursuant to Article 9 or personal data relating to
criminal convictions and offences referred to in Article 10.

Image: GDPR Info: Article 37 Section 1 - Designation of the Data Protection Officer

1. The controller and the processor shall designate a data protection officer in
any case where:

a) the processing is carried out by a public authority or body, except for
courts acting in their judicial capacity;

b) the core activities of the controller or the processor consist of
processing operations which, by virtue of their nature, their scope
and/or their purposes, require regular and systematic monitoring of
data subjects on a large scale; or

c) the core activities of the controller or the processor consist of
processing on a large scale of special categories of data pursuant to
Article 9 or personal data relating to criminal convictions and
offences referred to in Article 10.

It may be noteworthy that point (a) of Section 1 of Article 37 is the opposite of point (b) of
Section 2 of Article 27.

That is, Data Protection Officers ARE required by public authorities who process personal data,
but EU member state representatives are NOT required for public authorities. This won’t apply
to most businesses, but is one of many important distinctions between EU reps and DPOs.

Article 37 goes on to say that multiple entities or branches of a single company are permitted to
share one Data Protection Officer as long as that individual has sufficient access to each unit.
In addition, it states that Data Protection Officers should be selected based on their
qualifications and expertise about privacy law and the GDPR.

Data Protection Officers are allowed to have other roles within a company, but there should not

be any conflict of interest in these roles and the individual is responsible for carrying out the
tasks of a DPO in addition to any other duties.
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Similar to EU representatives, the contact information for your Data Protection Officer should be

published and accessible to both your users and the proper GDPR authorities in the event of
questions or concerns regarding your compliance with the GDPR.

A Data Protection Officer is an expert in this area, making them the natural contact point for
such inquiries.

Article 38: Position of the Data Protection
Officer

Article 38 discusses the responsibilities of data controllers regarding their Data Protection
Officers:

1. The controller and the processor shall ensure that the data protection officer is involved,
properly and in a timely manner, in all issues which relate to the protection of personal
data.

2. The controller and processor shall support the data protection officer in performing the
tasks referred to in Article 39 by providing resources necessary to carry out those tasks
and access 1o personal data and processing operations, and to maintain his or her expert
knowledge.

3. 'The controller and processor shall ensure that the data protection officer does not receive
any instructions regarding the exercise of those tasks. ° He or she shall not be dismissed or
penalised by the controller or the processor for performing his tasks. © The data protection
officer shall directly report to the highest management level of the controller or the
processor.

4. Data subjects may contact the data protection officer with regard to all issues related to
processing of their personal data and to the exercise of their rights under this Regulation.

5. The data protection officer shall be bound by secrecy or confidentiality concerning the
performance of his or her tasks, in accordance with Union or Member State law.

6. ' The data protection officer may fulfil other tasks and duties. 2 The controller or processor
shall ensure that any such tasks and duties do not result in a conflict of interests.

Image: GDPR Info: Article 38 - Position of the Data Protection Officer

1. The controller and the processor shall ensure that the data protection
officer is involved, properly and in a timely manner, in all issues which
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relate to the protection of personal data.

The controller and processor shall support the data protection officer in
performing the tasks referred to in Article 39 by providing resources
necessary to carry out those tasks and access to personal data and
processing operations, and to maintain his or her expert knowledge.

The controller and processor shall ensure that the data protection officer
does not receive any instructions regarding the exercise of those tasks. He
or she shall not be dismissed or penalised by the controller or the
processor for performing his tasks. The data protection officer shall directly
report to the highest management level of the controller or the processor.
Data subjects may contact the data protection officer with regard to all
issues related to processing of their personal data and to the exercise of
their rights under this Regulation.

The data protection officer shall be bound by secrecy or confidentiality
concerning the performance of his or her tasks, in accordance with Union
or Member State law.

The data protection officer may fulfil other tasks and duties. The controller
or processor shall ensure that any such tasks and duties do not result in a
conflict of interests.

Let’s explore what you need to do to ensure that your DPO can fulfill their duties unhindered.

Essentially, this all boils down to the Data Protection Officer being able to independently carry
out their duties without interference or oversight by the company. This is not to say that the
company should not interact with the Data Protection Officer, but that potential conflicts of

interest may present themselves and the company should not pressure or otherwise control the
duties of the DPO.

This independence is to prevent companies from forcing their DPO to hide or ignore policy
breaches for fear of penalties and other legal repercussions. The job of a Data Protection
Officer is to ensure that his or her company is acting in accordance with the GDPR, and any
efforts to hinder these duties are in direct violation of the law.

Article 39: Tasks of the Data Protection
Officer

Article 39 covers the responsibilities of a Data Protection Officer:
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1. The data protection officer shall have at least the following tasks:

(a)

(b)

(d)
(e)

to inform and advise the controller or the processor and the employses who carry out
processing of their obligations pursuant to this Regulation and to other Union or
Member State data protection provisions;

to monitor compliance with this Regulation, with other Union or Member State data
protection provisions and with the policies of the controller or processor in relation to
the protection of personal data, including the assignment of responsibilities,
awareness-raising and training of staff involved in processing operations, and the
related audits;

to provide advice where requested as regards the data protection impact assessment
and monitor its performance pursuant to Article 35;

to cooperate with the supervisory authority;

to act as the contact peoint for the supervisory authority on issues relating to
processing, including the prior consultation referred to in Article 36, and to consult,
where appropriate, with regard to any other matter.

2. The data protection officer shall in the performance of his or her tasks have due regard to
the risk associated with processing operations, taking into account the nature, scope,
context and purposes of processing.

Image: GDPR Info: Article 39 - Tasks of the Data Protection Officer

1. The data protection officer shall have at least the following tasks:
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a. toinform and advise the controller or the processor and the
employees who carry out processing of their obligations pursuant to
this Regulation and to other Union or Member State data protection
provisions;

b. to monitor compliance with this Regulation, with other Union or
Member State data protection provisions and with the policies of the
controller or processor in relation to the protection of personal data,
including the assignment of responsibilities, awareness-raising and
training of staff involved in processing operations, and the related
audits;

c. to provide advice where requested as regards the data protection
impact assessment and monitor its performance pursuant to Article
35;

d. to cooperate with the supervisory authority;

e. to act as the contact point for the supervisory authority on issues
relating to processing, including the prior consultation referred to in
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Article 36, and to consult, where appropriate, with regard to any other
matter.
2. The data protection officer shall in the performance of his or her tasks have
due regard to the risk associated with processing operations, taking into
account the nature, scope, context and purposes of processing.

As you can see, the role of the Data Protection Officer includes being an expert on the GDPR.
This individual can be a valuable asset by reviewing and monitoring all facets of your operation
to ensure that your activities are compliant.

The DPO also serves as the liaison between your organization and the supervisory authorities
to answer questions and help smooth over any concerns that may arise. The DPO will be a
good source of information for any questions you may have about your data handling
procedures and it would be wise to consult them about new ideas pertaining to personal data
collection and processing as he or she is sure to have valuable insight.

While there are many similarities between what is required of Data Protection Officers and EU
member state representatives, there are also some important differences, primarily the purpose
for each position.

Data Protection Of